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app_id marsco_demo_app

app_name Marsco Demo App

channel stable

api_base_url https://api.example.com/api/v1
platform windows

arch x64

current_version 1.0.0

5.2 client_identity.dat

EBEREN SR

Ik, ABAT ik,

g R

client_id client_xxx

device_id device_xxx

license_id license_xxx

app_id marsco_demo_app
channel stable

issued_at 2026-06-23T00:00:00Z
valid_until 2026-12-31T00:00:00Z
signature base64_signature

5.3 version_policy.dat

TR

RN

app_id

marsco_demo_app

client_id

client_xxx
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policy_seq 1024

channel stable
current_version 1.0.0

allow_run True

force_update False

allow_rollback False

offline_allowed True

issued_at 2026-06-23T00:00:00Z
valid_until 2026-07-23T00:00:00Z
latest_version 1.0.2
min_supported_version 1.0.0

message R AR A FO VA8
signature base64_signature

5.4 local_state.json

P T AEKAHOIRES B 1 R0 0] A 28 G 1) [ 4%

FE A
max_policy_seq 1024
last_success_run_at 2026-06-23T10:00:00Z
last_online_verified_at 2026-06-23T09:50:00Z
last_success_version 1.0.0

B 2RI [ 0 S I8 [ ) B R 00«

a) max_policy_seq N EEELIY, ABEM IHINETE &5 .

b) HriZELA) version policy.policy seq /T max_policy seq f, %/
iy AR 46 )5 B o

c) MHT RGN A BT 1ast_success_run_at I, M AEEABAR 1A] [ %
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d) 4ET RGN A 5T last_online_verified_at I, M gSEALLIE] [B14% o

e) BSLJE BN LATFEI I AR KRB AL IEH . policy_seq AEIIR.
offline_allowed A true. FTHAARMIL valid_untils AR 2]
B S5 I TR) [0 9%

f)  BEIRSE B Th 5 BT last_online verified at AIASHIZEAE MK o

g) {ﬁﬁkﬁ]}ﬁiﬂ)ﬁ%%ﬁ last_success_run_ato
6 Manifest 1%t

manifest W20 2 5 AR 14 & 5248 SIS 5o

g ZL
app_id marsco_demo_app
version 1.0.2

channel stable

platform windows

arch x64

manifest_seq 3001

created_at 2026-06-23T00:00:00Z

[{"path": "Launcher.exe", "sha256": "aaa", "size":

123456, "executable": true}, {"path": "MainApp.exe",

"sha256": "bbb", "size": 223456, "executable": true},

fil

- {"path": "Updater.exe", "sha256": "ccc", "size": 323456,
"executable": true}, {"path": "plugins/demo_plugin.dll",
"sha256": "ddd", "size": 423456, "executable": false}]

signature base64_signature

F
a) manifest 71| H KA L AUAFAE o
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) manifest 31 H ST hash 220 — 3.
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7 BINEEIT
Launcher J& 3] MainApp 54 558 B S sh 2248
e T7 3
a) Launcher A4 ticket (1
b) ticket XA/ THEI R G HES H 3%,
c) Launcher J33/) MainApp, FF&A ticket X542 .
d) MainApp EHUFLGIE ticket.
e) MainApp ¥iFE B Ih G M ticket SCAHE .
Ja s Z B -
BiH 7~
A ZH MainApp. exe —ticket—
file=C:\Users\xxx\AppData\Local\Temp\marsco ticket xxx. json
ticket N %
v b
{"app_id": "marsco_demo_app", "client_id":
"client_xxx", "device_id": "device_xxx", "version":
payload
"1.0.0", "nonce": "uuid_xxx", "issued_at": "2026-06-
23T10:00:00Z", "expires_at": "2026-06-23T10:01:00Z2"}
signature base64_signature

e swWIE
a) B IEH.
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b) AL

c) app_id —%,
d) client_id —%K.
e) device_id —#(.

f) version —F{(.
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Demo FTEXFIH Launcher AR MY B8 . B Bl ZIX 7
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T2 R RRAS 5 . manifest BB S 45
e) BRI )EZIEHERIET, MainApp 475002056 UE A HiURR A R K 2542
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8.1 Launcher B 3% 4
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1 Bl Launcher |
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A
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H TR AL E
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JA#h Launcher, #EEX
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2305k /update/check

R 19X R ZI RN 3 N A 25 SR R 56

WAEIR S vk RS2 42, TR | IR EHSIT RS
version_policy

DR D09 2 JUC B 15 A 3y HEN B 2 SR 1% B
version policy

B UE A Hh G 2544 B4 SR TE RN 4B 44 5 5

valid until. offline allowed

KA AL 0 S hash

AL TR 7 I HE N BT

FCVFIN 2B R B 2R R 30

MainApp

A eI tT BRI T2

Ja#) Updater BY$E AP Hr
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8.2 MainApp & 3hiZ 8

K 2 MainApp Ji SR L i FE

B =
E 5

¥
s . #ErREBhE B wiED
wH ticket ( ey >

BEEE . A REeE

l e
IEUE version policy\nigE
allow rum / force_update
#{m Y

l K?E?EEEJ]EE%}&%%ED

fFlE %0 DIL hash

@}k IFm \nEﬁIIEH?Jﬁ%

i F
SR BT LisR
1 R Maindpp, RFRBIZH | IR RBIL AR 23
RBAFTE ticket—file B
’ B ticket Yt AR P
3 Wil vicket 4RI RN TR
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IGAF version policy

SR TR HE.48 5 2y

BAUE 2 B ARA R T8 SLVFISAT

2 PR A st S SR a0 N 42480

I63FEA% 0> DLL hash

Bl SO S H I R 2R 3

L ralibuy

BENFE S

T Fr 24T 1]
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8.3 Updater 7 & % 4%

K 3 Updater F+ &% 5 Rl iR i RE

EH upgrade_state\nfEEF

T

r

FEHHRIE nanifest

r

PREMT T HE
L

r

T# 3 staging'\nfils SHA-
258

B HESF Mainipp BH

h A

‘l&)\ rollback_requiredindh
fTEREHF LR

Ei SRR EE backhp
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Tils /B

h

¥
[ #rEmER
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GiR
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2 K /update/check, FKHXHFR | SRAFRAIE #
hA manifest

3 HAIE manifest %4 TR T

4 A AF IS manifest A TSI
4 hash

5 RGN N4 URL SRAGHELIY S Bt ik

6 NS staging IR RSO T
hash

7 RN MainApp JBHIFSERFEATIR | BEASCIFE LA 1
H

8 A NSRS backup TERCAT [ RS

9 B T 2 E B | REEEHS) MainApp
L

10 BRI R JIR 55 B i s T 4 R

11 B ERKI AT IR I b4 2 I A

9 REST API i&it
9.1 T HiEn

B2

T3l A

POST /api/v1/update/check
ijﬁa oK

£ Bl E

app_id marsco_demo_app

client_id client_xxx

device_id device_xxx
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license_id license_xxx
current_version 1.0.0
target_version
channel stable
platform windows
arch x64
operation check
UAEIF
g R
allow_run True
action optional_update
message R I A
current_version 1.0.0
latest_version 1.0.2
channel stable
force_update False
allow_rollback False
policy_seq 1025

policy_valid_until

2026-07-23T00:00:00Z

manifest_id

manifest_xxx

manifest_url

https://download.example.com/xxx

signature

base64_signature

action NJ & 1H :

FEMUE

allow
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optional_update

force_update

blocked

rollback_allowed

rollback_denied

license_invalid

device_invalid

policy_expired

operation 1 i%&{H :

B /BUE

check

upgrade

downgrade

4 operation A downgrade Hi fé?fhﬁﬁiﬁ§ﬂﬁT§)K»target_versiono lif&
i e 22 AT B AR AS R BARAE . R )E T 24T
FE 10 J2 5 I S FER AR FI A Fe S H
B 2 6 25 3R [ 71541 -

/

ERIP SOV WIRL SR

gy ZL
allow_run True

action rollback_allowed
message VRS F)1.0.0
current_version 1.0.2
latest_version 1.0.2
target_version 1.0.0

channel stable
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force_update False
allow_rollback True
policy_seq 1030

policy_valid_until

2026-07-23T00:00:00Z

manifest_id

manifest_1_0_0

manifest_url

signature

base64_signature

9.2 kR THE&EHE D

B

Ji AR

POST /api/v1/update/download-url
ﬁ'ﬁs K

= A~ fE

app_id marsco_demo_app

client_id client_xxx

device_id device_xxx

license_id license_xxx

version 1.0.2

channel stable

files ["MainApp.exe", "plugins/demo_plugin.dll"]

iR (8]

FB ~HIHE
expires_in 600

[{"path": "MainApp.exe", "url":
files

"https://oss.example.com/temp-url-1", "sha256":

https://download.example.com/manifest-1.0.0.json
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"bbb", "size": 223456}, {"path":

"plugins/demo_plugin.dll’, "url":

"https://oss.example.com/temp-url-2", "sha256":

"ddd", "size": 423456}]

93 ABRLE LLHRED

B2

T3 A

POST /api/v1/update/report
ﬁ% K

TR A

app_id marsco_demo_app

client_id client_xxx

device_id device_xxx

license_id license_xxx

from_version 1.0.0

to_version 1.0.2

channel stable

result success

error_code

message upgrade success

started_at 2026-06-23T710:00:00Z

finished_at 2026-06-23T710:05:00Z
result AJ 1%

FE/BUA

success
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download_failed

hash_failed

signature_failed

replace_failed

rollback_success

rollback_failed

permission_failed

disk_space_not_enough

mainapp_restart_failed

9.4 X & FERED (FERAFEFE)

2 O T B RS R BB H % B 0 ek, AN % o Y P 8%

BT,

Demo P Bt o] A & F% 1% 82 11, ¢l i 4k 20 4 BP0 B S0 A AR Rk
client_identity.dato Efﬁlzfl\ﬁ%ﬁﬂ %Eﬁﬁ ’ m@ﬁéﬁijﬂﬁ%’b@ﬁ{ﬁ/%ﬁ}%
KEEST, TR A4 E k.

B2

T3l A

POST /api/v1/device/activate
THK:

5 R

app_id marsco_demo_app

activation_code

XXXX-XXXK-XXXX

device_fingerprint

device_hash_xxx

platform

windows

arch

x64
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i A
FB ANUILIED
client_id client_xxx
device_id device_xxx
license_id license_xxx
channel stable

identity_token

{"valid_until": "2026-12-31T00:00:00Z", "signature":

"base64_signature"}

Demo KB AT LT N T E client_id, AR AR BOS TR .
95 FREEEERE TR (FAMLREFRALER)

ZEOMH T EHE a5

ok, SRR W P k.

il 2 S P A P AN S %, AR, AR %
H

AR 5] ) Je 5 U ) 2 R

Ja SN InE A gk, B R TR e S B SRR L
PP AR SR 2 4, AEME M s a8 R SR O.
Demo MrBAM S E L AIK 5 . B BT RAZERA . A

ERRR . R ZRIAUE B AR B 25 5
0.

ik PRAZ

POST /api/v1/admin/login
5K

FE A

username admin

password password

iR (A




MARSCO_[# &R

g R
access_token jwt_or_session_token
token_type Bearer
expires_in 7200
=57 > v

a) E AT B SO

b) & RMBICKEH T H &S

c) EHE G LA HE A token.

d) Demo BB Al ANSEILE I A COBUIR, AH DA ZRIX 79 R 8 s A 28 5k

O, BRESRFETERESG, MAETARBEER ) .
96 FEEEHIRHE
F—h Demo £V FELL NG

Ji AR
POST /api/v1/admin/apps
POST /api/v1/admin/channels
POST /api/v1/admin/versions
POST /api/v1/admin/versions/{version_id}/files
POST /api/v1/admin/versions/{version_id}/publish
POST fapi/v1/admin/policies
POST /api/v1/admin/policies/{policy_id}/force-update
POST /api/v1/admin/policies/{policy_id}/block
POST /api/v1/admin/policies/{policy_id}/rollback
GET /api/v1/admin/download-logs
GET /api/v1/admin/upgrade-logs
GET /api/v1/admin/audit-logs
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J& 4 AL
a) FTH G 64 #2258 B token,
b) KATNAK A % manifest. THE A hash 325 AR LR
c) BHumHITIH . . FRERIE I A BT policy_seqo
d) FRUCRBRAE LIS NE B AR IR

e) Demo ¥ B ] FH 174k & 2 01 i 8% AP T T 52 G 6 A .
10 BIBEERT
10.1 & Fl & apps

ERES

B /A

id

app_id

app_name

description

created_at

updated_at

10.2 g A if i& %k channels

TR

7 B/BUE

id

app_id

channel_code

channel_name

enabled

created_at
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updated_at

ZNAE

B /EUE

stable / IEZUR

preview / T i

internal / PN IR

customer_a/ &' EIR

10.3 JR & % versions

TR

FE/BUA

id

app_id

channel_code

version

version_name

status

is_latest

release_notes

offline_allowed

offline_valid_days

allow_rollback

rollback_targets

force_update

created_at

published_at
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updated_at

status AJ i

B /EUE

draft

published

deprecated

force_update

blocked

archived

Ui B«
a) allow_rollback K/NZRAE T FCVHENIER BFx.
b) rollback_targets A NZ; NI RINA FLVF 3 B 2 HABRR A
C) B3 EORS R 5 1 PR 2 B i, rollback_targets 103K TO VR 2K 31 1)

WARBNZR, BdfRm AL R R,
10.4 R K X % version_files

TR

FEE

id

version_id

relative_path

storage_key

sha256

size

file_type

is_required
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created_at

10.5 J& A& 3 98 % version_policies

TR

B /EUE

id

app_id

channel_code

version

policy_seq

allow_run

force_update

allow_rollback

rollback_targets

offline_allowed

valid_until

min_supported_version

latest_version

message

created_at

updated_at

LR
a) BERSENEAS T DI policy seqo
b) %) mick C WL B A K policy_seq, il ELRINIELAEHH .
c) allow_rollback <7~ =4 Hl TRME & 15 O UF P
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d) rollback_targets F BRI TLVFREIA HARMA; AdrH B s

73R [8] rollback_denied.
10.6 X & % devices

TR

B/ EUE

id

client_id

device_id

license_id

app_id

channel_code

status

first_seen_at

last_seen_at

created_at

updated_at

status AJ ik

7 B/BUE

active

disabled

suspicious

expired

10.7 ¥ % licenses
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FB /A

id

license_id

customer_name

app_id

channel_code

max_devices

valid_until

status

created_at

updated_at

10.8 T # H & % download_logs

TR

FE/E

id

client_id

device_id

license_id

app_id

version

channel_code

file_path

file_size

ip

user_agent
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result

created_at

10.9 74 B & % upgrade_logs

TR

B /EUE

id

client_id

device_id

license_id

app_id

channel_code

from_version

to_version

result

error_code

message

started_at

finished_at

created_at

10.10 & ¥ % % admin_users

TR

BB

id

username
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password_hash

status

last_login_at

created_at

updated_at

status FJ i%:

B /EUE

active

disabled

sSWUF
a) 4 HARAE hash, AMREAEIH .
b) Demo B BA T E — NEH K-S,

c) IEXFrErIy M. AR R ZE U B f 5 5%
10.11 £ 3 R #4F B & % admin_audit_logs

T

FE/E

id

admin_user_id

action

target_type

target_id

before_data

after_data

ip

user_agent
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created_at

T LT A -
I IR TR
O g B R AT RRAS o
AR AR SO

16 AU 1) T R SRS
25 B AR AR

f) MBEPFEIREE .

g) AR

h) ZEFERE W&
11 MR EFHBEFi%it
T G A7 H SR T

QO

o O O
N N N N S

D

pup T2 7 WA
updates/{app_id}/ N AR H 3%

updates/ {app_id}/{channel}/

JRAHEIE H 3%, Biln stable.

preview

updates/ {app id}/{channel}/{version}/

FANRAS H 3%

updates/ {app_id}/{channel}/{version}/manifest. json

B ETHR A manifest

updates/ {app_id}/{channel}/{version}/manifest. sig

manifest 2544

updates/{app id}/{channel}/{version}/files/

FRA S H 3%

updates/{app id}/{channel}/{version}/files/Launcher. exe

Launcher RJ41T 34

updates/{app_id}/{channel}/{version}/files/MainApp. exe

FREFE AT AT SCAF

updates/{app_id}/{channel}/{version}/files/Updater. exe

T FT AT S

updates/ {app id}/{channel}/{version}/files/plugins/demo plugin.dll

Demo fif4 DLL

updates/ {app_id}/{channel}/{version}/offline/

[ T RN
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updates/ {app_id}/{channel}/{version}/offline/ {package}. upd B9 2R T A

R«

) CORATMA H AT E 5

) WMREBE, NEAHRAS.
) manifest 5 files D20 fF 3 —3.
d) LA [F]—% manifest 4 .

e) MR- bucket IERIFEE N % B ARE .
12 Hash #2536 SR B

RGUKH SHA-256 {E N LA+ hash &k,
SUE

R 55 By AT IS BT 5245 30T hash
manifest B & 4= &4 A hash.

% P i T H T A A AN ST A

% Pt WON SR B hash AN —E S0
NEGEBUE RS T #OC hash.

f) SO 58 UGS AT 4 hash K% .

g) Ja B HATAZ O S hash 1256

h) FffFHRPAT AL RS,

a

O

(®)

QO

O

758
HEa I E, KRB0 AeSE.
13 Z & R

4 R AR R L L. Demo B UE A Ed25519; Wi Il
A EARATT 3L FF Ed25519, FIffiFH RSA-2048 / SHA-256, {H[A|—
& Demo H1 Wb AL ] & — Fh LI

SR
a) MRS unRAFFAH .
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) F N E A
c) version_policy W25 44 .
) manifest A4 .
) client_identity 22544 .
f) BB .
g) 75/ Ui g UE2F 44 R MU 95 248 5 B BidE 48 22 3%
%% P i AN ORAT IR 55 S AL A o
e e CpWIE
a) WL R E signature_alg Al key_ido
b) THHEZZLAT LR signature o
c) JSON 244 #ifar o AU FHIAS E P AR . 7 Bt - B e 4R e
ZR7THA. UTF-8 4wl
d) FJA]F B4 —1# F UTC 1ISO-8601 #% 3.
e) BFUiRE key_id EFEN B AT
f)  AEHRCHLIT, 2P Al [E N B S AT A A A
g) A RMORAIEICR signature_failed.
version_policy %4 7B 2 /DAL FE:

FE/E

app_id

client_id

policy_seq

channel

current_version

allow_run

force_update
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allow_rollback

rollback_targets

offline_allowed

issued_at

valid_until

latest_version

min_supported_version

message

signature_alg

key_id

manifest &4 7B £ /0 45

FE/HUAE

app_id

version

channel

platform

arch

manifest_seq

created_at

files

signature_alg

key_id
client_identity 2% 7B 2 /DAL FE:
T BUBUE

client_id
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device_id

license_id

app_id

channel

issued_at

valid_until

signature_alg

key._id

14 BRI R

I 55 S e B S 2 4 EEBR AL«

U PRATLE S -

a) client_id.
b) device_id.
c) license_id,
d) IP.

e) app_id.

f) version,

g) file_path.
AR AL -

i35

3]

client id 10 78 Z1ER 10 XN EEEE:
device id 1 I IRZ TH 3 IREBE

license id

24 /NI BT T EAR E U

IP

10 7B A B Z1ER 200 K APT

PR S AR [ -
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TR RBIE
code RATE_LIMITED
message ORI T A, WA R
15 [ER#LE
T % R TR 0 20 S 4 R 7R
MW
a) F#ECIER] staging.
b) R4 hash.
c) i HEThAE] backups
d) Bt
e) B#7wBEHAT EERE .
f) B3l MainApp J&1F .
g) WKW, 1M backup [BI7E.
h) [ 5 R B TH WA SCA:
) Ak ENRSS
THR S5 ARAS SCA

Updater [ fE update/ H & T 4E 4 3 %R & S,

update/upgrade_state.jsono

1 4

T
gy R
transaction_id uuid_xxx
from_version 1.0.0
to_version 1.0.1
status prepared
manifest_id manifest_xxx
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started_at

2026-06-23710:00:00Z

updated_at

2026-06-23T710:01:00Z

staging_dir

update/staging/uuid_xxx

backup_dir

update/backup/uuid_xxx

error_code

message

F WA

FE/HUA

idle

prepared

downloading

downloaded

verified

waiting_mainapp_exit

backed_up

replacing

replaced

post_verify

committed

rollback_required

rolling_back

rolled_back

failed

RS FII]:
a) TEATHEN prepared.
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NG R HEN downloading.

T #5E A H. hash R & IE A J5 13 N verifieds

MainApp 58 4iB H J5 74 B8 backed_up-

e UG A BEBEN replacing.

Bl se UG 3R post_verify AT 4B hash £256 .
EREII. MainApp 75 315 1E N committed.

B a5 R, 8 Bh R e 5 T I N rollback_requireds
[ 7R 58 I AR 46 TH RRCAS B D) J5 13E N rolled_backe

IR RN failed, o H 7 BT L n RE L
S VSRR -

Updater J5 2 JG32HY upgrade_state. json.

AR SN downloading. downloaded ZX verified, HJ LLJEFE staging
J& BT

WHUIRAS N backed up. replacing. replaced BY, post verify, WAZJ
o R .

WRARA N rollback_required BY rolling back, kAT [HIE .
WEARZS N committed BY rolled back, A TG IHIH SRS,

TG staging 1 backup BT A2 S 45 C A2 8 L) FIER o
Y OSHEN PR e Sith

T ECRM

hash JM .

AR EH

BBRA R -

ML A TALAS A2
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g) FRI
h) JA BRI

i) [EVR IR,
16 Demo FF &% BfEr&
16.1 F—MB: AmitER

H¥5:
52/ Launcher. MainApp. Updater = Qt £/

MainApp 87 29T A .
MainApp AEJNE demo_plugin.dll,

e 2oz e

Launcher §8J5 %)) MainApp.

MainApp B 3% /A s aEiE 43t A .
16.2 £ M &: RE&mEAmitH

(©)

H b

47 FastAPI B¢ Go API.,

$543 SQLite B .

&4 MinlO.

SEELN . RRA . @ TE R
SEHL /Jupdate/checks

V)

D

SEH manifest i 9],
16.3 F=Hr&: EL&ZH

—h
N—

H b

Updater | #{ manifest.
Updater 2% manifest 2544 .
Updater %J EL A hash.
Updater | 2 7 3.

V)

L - L

o
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e) Updater & # MainApp F1I DLL.

f) Updater HZIE J5 MainApp.
16.4 F OB JRARS

ERZY
a) SCRPRAITH .
b) SCRFRRAZE
c) SCRFIE SURRAT T A
)

d) SCHFFBAHIEEIE.

e) CFFRVFFFEHAIZE IR .
16.5 F AWM B: HEES

H b

KL ZEAF version_policy.
YR B2 WU

c) EFEUEART I VA 3.
d) BT 2R ik E 3

e) XFBELEHMELIFAN.
16.6 HWE: THEhL%L

a

)
b)
)
)

H F5:

) SRR AR IMEIR

) SZHF policy_seq B [HIE .
) SCHERGUN A] [P A
)

)

a

O (®)

o

SCRFEE H A A A
SCRE R #BR -

f) THEFEHEMTFEHE.,
17 Demo & U5 A 51

e



O

m)
n)
0)
P)
18 fa

MARSCO_[# &R

3T Launcher 1E% J3 3/l MainApp.

B 55 MainApp #E 4.

MainApp .78 FFE7 AR DLL A o

Ja & kA 1.0.1,

25 M 1.0.0 THZEE]1.0.1.

TF2% J5 DLL WA 2E A

2% J5 MainApp H 3N EJH .

FHNE N DLL J5 a3 R

TN B version_policy J& 8 3R

55 BCE 1.0.0 BRI UE % i oV Ak SR H o
JG G645 1.0.0 J5% F imdE 4 5 5

J& G TR preview 25 )7 i3k L preview B3
J& 6 R Bl TE f5 %5 P i o s PR
B AR UE AR B o] LLE 3
AR SRS 3

AT 2 R U B Eh [
SRR

JR B

QO

O

o O
S SN N SN N

5¢# License 25t

RN O &

ERRE &SP

Windows 551 2B .
BB PR 2R
RS2 UE T

H SIS R .
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